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EPA & CISA: Top Cyber Actions for Securing Water Systems https://www.
mrwa.com/wp-content/uploads/2025/01/fact-sheet-top-cyber-actions-for-securing-
water-systems.pdf

EPA’s Free Cyber Evaluation Services: https://www.epa.gov/cyberwater/forms/
epas-water-sector-cybersecurity-evaluation-program

CISA Fact Sheet: Primary Mitigations to Reduce Cyber Threats to 
Operational Technology:
https://www.waterisac.org/tlpclear-cisa-fact-sheet-primary-mitigations-reduce-
cyber-threats-operational-technology

CISA: Securing Hazardous Chemicals Through CISA’s Chemlock Security Program: https://www.cisa.gov/sites/default/files/
publications/chemlock-secure-chems-nov21-508.pdf 

EPA Water Resilience Cybersecurity: Water Recorded Technical Assistance Courses 
https://www.epa.gov/system/files/documents/2023-03/Cybersecurity%20101%20Webinar.pdf

CISA’s Free Cyber Vulnerability Scanning for Water Utilities:
https://www.cisa.gov/sites/default/files/2023-09/23-05187d%20-%20Water%20Vulnerability%20Scanning%20Fact%20SheetV2_508c.pdf

EPA Factsheet – Cyber Insurance for Drinking Water and Wastewater Systems: 
https://www.mrwa.com/wp-content/uploads/2024/11/EPA-cyber-insurance-final-508-101624.pdf

Cybersecurity Incident Reporting in MN: https://mn.gov/mnit/about-mnit/
security/cir/

MDH: Assessing Security of Public Water Systems: 
https://www.health.state.mn.us/communities/environment/emergency/water/
securityassess.html

WaterISAC: https://www.waterisac.org/
NRWA and WaterISAC offer a complimentary  membership to utilities serving populations of fewer than 
3,300: https://www.waterisac.org/user/register?destination=nrwa-signup&destination=nrwa-signup

WaterISAC Insider Threat Fact Sheet – Best Practices https://www.mrwa.com/wp-content/uploads/2025/10/
WaterISAC_Insider-Threat-Fact-Sheet_2025.pdf

MRWA’s Cyber Resources Page 
https://www.mrwa.com/tools/cyber-resources/

EPA/CISA

WaterISAC

MDH/MNIT

Five Important Tips for 
Cyber Security: 
1) Change default passwords & use 
strong passwords
2) Conduct an inventory of IT/OT assets
3) Regulary back up systems and update 
software
4) Conduct regular cyber assessments
5) Conduct regular cyber training
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